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Bybit Hack

$1.4B in ETH Stolen, Insolvency Concerns Rise



$1.4+ Billion Stolen by Lazarus Group

● North Korean State Actors, specifically 
TraderTraitor, targeted & hacked Bybit’s ETH 
cold wallet.

● 514,722 ETH + ETH derivative tokens withdrawn 
from Bybit.
○ 94.7% of Bybit’s ETH holdings.

Asset Quantity Approximate $ Value

ETH 401,346.76 $1.1 billion

Lido Staked ETH 90,375.54 $250.6 million

Mantle Restaked ETH 15,000* $44.0 million

Mantle Staked ETH 8,000 $23.5 million



Lazarus Group Targeted Bybit’s ETH 
Wallet
● Bybit’s four multisig signers made a routine 

transaction.
● Hacker(s) spoofed transaction details on Safe 

Wallet interface.
○ Signed transaction changed the smart 

contract logic of Bybit’s ETH cold wallet.
● Malicious code originated from Safe Wallet’s 

infrastructure, not Bybit’s.
○ A Safe Wallet developer machine was 

compromised.
○ A Javascript file of app.safe.global was 

replaced with malicious code on 
February 19.

○ Code specifically targeted Bybit’s ETH 
multisig wallet on the next transaction 
made.



Lazarus Quickly Laundering ETH
● Hacker(s) have sent funds to more than 13,000 

addresses.
○ Difficult for exchanges to monitor and 

freeze.
● Exchanges, including Mantle and Bitget, have 

frozen $42.8 million (3.07% of total hack 
amount).
○ Majority ( 15,000 cmETH) recovered by 

the mETH Protocol Team immediately 
after hack.



Lack of Cooperation by eXch
● Hacker(s) have sent $94.2 million to eXch, but 

they have refused to respond to Bybit’s 
requests.

● eXch is a centralized, non KYC exchange 
registered in Belize.

● eXch uses Thorchain when lack of liquidity.
○ Thorchain primarily used to bridge ETH 

into BTC.
○ 3 validators voted to halt ETH trading on 

Thorchain.
○ Lead dev stepped down on February 27.



Address Overlap Leads to Lazarus Connection

● In January 2025, Phemex, a Singapore based 
centralized exchange was hacked for more 
than $85 million by Lazarus Group.
○ The hackers behind Phemex sent 

approximately $96,000 to 0x33d05.
○ Bybit hackers sent $1.32 million into this 

address.
● Similarities to Previous Lazarus Hacks

○ WazirX
○ Radiant Capital



Bybit at Insolvency Risk
● Majority of Bybit’s ETH holdings were stolen.

○ 514,722 ETH stolen.
○ 543,453 ETH in reserves at time of hack. 

● So far, Bybit has been able to process all of its 
withdrawals.
○ Inca continues to monitor for user 

reports.
● Bybit secured the total amount of hacked ETH 

through bridge loans, OTC purchases, and 
other purchases. 
○ Updated Proof of Reserves report on 

February 23 indicates Bybit returned to 
full 1:1 backing on client assets.



Bybit may be Underreporting 
Liabilities 
● Bybit uses a Merkle tree implementation that 

may enable them to underreport liabilities.
○ The 'Path' instance can be constructed to 

only reflect the highest balance while the 
remaining balances are omitted. 

■ The total liability displayed would 
be significantly lower than the 
actual liability sum.

● A sudden large mass of withdrawals could lead 
to Bybit not being able to meet customer 
liabilities.



Hacks will Continue to get Worse
● Largest cryptocurrency theft to date, and 

nearly $800 million more than Ronin Network’s 
$624 million hack in 2022.

● Lazarus Group continuously evolving.
○ Laundering outpacing tracing 

overwhelms exchanges.
○ Always searching for new attack vectors.
○ Traditional intelligence techniques 

similar to Inca.



Preventing Future Attacks
● Risk intelligence.
● Coordination between exchanges
● Custody risk mitigation 

○ Separation of Cold Wallets
○ Bug Bounty Programs

■ Higher bounties encourage white 
hats to monitor for vulnerabilities.

■ Small price relative to 10% bounty 
instituted by Bybit on stolen funds.

○ Verification Tools
■ Ensure transaction shown is what 

is actually being signed.



Stablecoin Ecosystem Map

Stablecoin Issuer 

(Regulated Entity)

Trust Companies – Banks – Fintech 

Payment Firms 

Issues & redeems tokens - manages 

reserves - maintains compliance - reports to 

regulators

Regulators & Enforcement

Bank/Monetary Authorities

Licensing, supervision & 

enforcement
Reserve Banks & Custody

Banks & Other FIs

Safekeeping reserves & settlement

Infrastructure Providers

Stablecoin White-label –

Tokenized Platforms

Token issuing & treasury workflows

Blockchain Networks

Smart Contract Enabled 

Blockchains

Smart contracts & settlement

Safekeeping reserves & settlement

Exchanges & Distribution

Centralized Exchanges -

Payment Apps - Onramps

Liquidity & fiat on/off ramps

Wallets & User Access
Mobile Wallets - Web 

Extensions - Fintechs -

NeoBanks
User storage & transactions

Compliance & Monitoring
Blockchain Analytic Firms -

Financial Compliance 

Specialists
AML & Sanctions screening

Independent Auditors
CPA Firms - Blockchain Security 

Firms

Reserve & Smart contract audits

A stablecoin operates through a network of regulated 

issuers, banks, blockchain infrastructure, compliance 

systems, auditors and distribution platforms.



Lifecycle of a Stablecoin 
Transaction
At each stage, the stablecoin issuer remains the regulated entity responsible for maintaining reserves, 

regulatory reporting, and compliance programs.
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How Inca can Help
This situation further underscores the necessity of advanced, data-driven ecosystem and risk intelligence to 
preempt and mitigate risk at scale. Blockchain forensics firms excel in post-incident analysis, however, a 
holistic solution is needed to detect systemic vulnerabilities and anticipate emerging threats before they 
happen.

Inca's intelligence infrastructure continuously monitors transactional flows, market anomalies, adversarial 
network behaviors, social media, corporate structure, and code repositories, providing real-time insights into 
risks before they escalate into full-scale incidents. This proactive approach is critical in an environment where 
nation-state actors like Lazarus operate with increasing sophistication and speed, and where the operational 
maturity of large crypto services like Bybit are largely unknown.

pamela.clegg@inca.digital
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