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The World Economic Forum is 

the Organization for International 

Public-Private Cooperation.

We bring together multiple 

stakeholder to scale up projects 

that make a real difference.

Our role

I N T R O D U C I N G  T H E  W O R L D  E C O N O M I C  F O R U M

Our mission is to 

improve the state 

of the world.
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Financial Services are key to collaborations that 
disrupt crime

D i s r u p t i n g  C y b e r c r i m e  N e t w o r k s
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This talk is built on research from the WEF Partnership 

Against Cybercrime using case studies from:

– The Cybercrime Atlas

– INTERPOL

– Afripol

– Europol

– Royal Thai Police

– Indian Police

– London Metropolitan Police

– Industry partners across IT, Cybersecurity, Payments, 

Cryptocurrency and Banking.
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Cybersecurity and 
Cybercrime.

How is the risk 
perceived?
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Cyber features among top global risks 

C Y B E R S E C U R I T Y  L A N D S C A P E
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Dig deeper. The “cyber” concern is “cybercrime”

C Y B E R S E C U R I T Y  L A N D S C A P E
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Crypto-currency is the key

C Y B E R S E C U R I T Y  L A N D S C A P E

• Payments and 

Crypto are the 

key that unlocks 

profits from all 

these crimes 
(and to solving 

them).
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Barriers to countering cybercrime

C e n t r e  f o r  C y b e r s e c u r i t y

1. Criminals operate globally. 

2. Cyber defender knowledge is fragmented. 

3. Cyber defender responses are isolated. 

4. Collaborating skilfully requires trust, time and 

insight into each others’ operations.
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Barriers to countering cybercrime
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Tackling Crime 
together: 

Making it work
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Collaboration: It works, and we’re getting better at it

W o r l d  E c o n o m i c  F o r u m  –  T a c k l i n g  C r y p t o  C r i m e  T o g e t h e r
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Collaboration: How do we sustain this over time?

W o r l d  E c o n o m i c  F o r u  –  B a c k  t o  t h e  r e s e a r c h .



Collaboration in Practice: Cybercrime Atlas

13Cybercrime Atlas, hosted by the World Economic Forum. 

Building a shared knowledge base to disrupt cybercrime

Open-source data to generate new insights into the 
cybercriminal ecosystem. 

Research seeks to disrupt cybercrime and mitigate the impact 
of cyberattacks.

Hosted at the World Economic Forum's Centre for 
Cybersecurity and driven by the public-private cybersecurity 

community.

TLP: CLEAR



Cybercrime Atlas community

14Cybercrime Atlas, hosted by the World Economic Forum. 

Building a shared knowledge base to disrupt cybercrime

TLP: CLEAR



The Cybercrime Atlas 
Community
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– Internal diversity: Banking, payments, crypto, IT, Cybersecurity, Cyber Threat Intel, Non-Profit (Academia in 

onboarding). 

– External Stakeholders: Partners with Law Enforcement + NGOs

– Impartial host: The Cybercrime Atlas is hosted at the World Economic Forum's Centre for 
Cybersecurity.

• Incentives for long-term collaboration

• Mission: Members align with mission and capability requirements

• Participation creates opportunities for new forms of disruption and impact.

• Training: Participation supports peer-to-peer training & development

• Leadership buy-in

• Participation creates results and metrics that support corporate goals like ”Corporate Social 
Responsibility”

• Public recognition of the firm’s expertise.

• Impact: Research demonstrably supports disruption of cybercrime

• Governance

• Strict: Data, Tool Usage, & Operational Security, Competitive Risk between participants.

• Flexible: Research methodology, standard operating procedures, group interactions

Cybercrime Atlas, hosted by the World Economic Forum. TLP: CLEAR
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Impact of 
collaboration: 

Are we more than 
the sum of our 
parts?
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Cybercrime Atlas Investigations Output 
Cybercrime Atlas research is vetted by a community of world-leading cybercrime experts.

Research and intelligence packages focus on identifying cybercriminal actors and technical infrastructure.

13 417,000+
Intelligence Packages Cross-border disruption 

campaigns supported by 
Cybercrime Atlas research in 
2024-2025

Community-vetted and 
actionable data points 

17
TLP: CLEAR



Collaboration in practice: Peer-to-peer learning & New 
insights through collaboration
Example: Top 10 Contributing companies in April-May 2025 (investigations snapshot)

C
yb

e
rc

ri
m

e
 A

tla
s,

 h
o
s
te

d
 b

y
 t
h

e
 W

o
rl
d

 E
c
o
n
o

m
ic

 F
o

ru
m

18

Corporate Intel 
specialist

4%

Enterprise security
9%

Financial
11%

Hardware security / Anti-malware
18%

OSINT Investigations tool provider
4%

Cloud and IT Services provider
12%

Criminal 
infrastructure intel

21%

Threat Intel specialist
12%

IT consultancy
6%

DNS 
specialist

TOP 10 CONTRIBUTING COMPANIES

TLP: CLEAR



Impact of collaboration
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• Atlas an “Operational Partner” in INTERPOL’s 

operation Serengeti 1.0 & 2.0 (2024-2025).

• Group impact: Several Atlas participants 

made individual submissions as well as 

contributing to Atlas packages. Indicating 

added value via Atlas.

• Ongoing, rolling operational partnership in 

2025-26.

• Joint-training between Atlas community 

members and INTERPOL’s network of 

Cybercrime Unit Commanders.
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INTERPOL Operational Partnership & Joint Training

TLP: CLEAR
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How do we sustain 
the collaboration 
and what’s next?
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Future opportunities: Applied Research, the 
Mapping Working Group

• Parallel threat-specific 
research groups

• 4/5 members and a 
group lead

• 2 active research 
groups. 

Research Use Cases

Dynamic and 
adaptable

Foundational
research

Cybercrime
Ontology

Crypto Mixers

Bulletproof
Hosting

Identify critical
choke points

for long-lasting
disruption

Face-Swapping Scam Farms

Forecasting 
exercise

Real 
underground

examples

TLP: CLEAR
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Public Recognition and a story about impact helps to 
sustain support

C y b e r c r i m e  A t l a s

TLP: CLEAR
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Collaboration: How do we sustain this over time?

W o r l d  E c o n o m i c  F o r u m .

TLP: CLEAR
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